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ABSTRACT

With the growth of the IoT market, malware security threats are steadily increasing for devices that use the linux
architecture. However, except for the major malware causing serious security damage such as Mirai, there is no related
technology or research of security community about linux malware. In addition, the diversity of devices, vendors, and
architectures in the IoT environment is further intensifying, and the difficulty in handling linux malware is also increasing.
Therefore, in this paper, we propose an analysis system based on ELF which is the main format of linux architecture, and a
binary based analysis system considering IoT environment. The ELF-based analysis system can be pre-classified for a large
number of malicious codes at a relatively high speed and a relatively low-speed binary-based analysis system can classify all
the data that are not preprocessed. These two processes are supposed to complement each other and effectively classify
linux-based malware.
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2.2 The Challenge of linux Malware Analysis
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Table 2. The Challenge of ELF Malware
Analysis

challenge description
computer linux is known to support
P more than 10 different
architecture .
architectures
ELF file dynamic analysis may
1
Oi%i;iissnd be blocked when there are no
suitable loaders and libraries
. linux can have many
operating . . .
interoperability issues,
system
dependency problems, etc
static static linking makes it
L. difficult for analysts to
linking )
analyze files
linux malware analysis is
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. y such as architecture, library,
environment .
and operating system that are
perfectly matched
lack of there is no comprehensive
previous analysis of the linux malware
studies area

category function
ELE h anomalous ELF
manipu?i?iirrl invalid BLF
impact on userspace tools
subsystems initialization
time-based execution
persistence file infection and
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user files alteration
deception renaming
required privileges escalation
privileges kernel modules
packing & UPX variations
polymorphism | custom packers
multiple processes
inl‘s;(“);itsison shell commands
process injection
information proc and sysfs file systems
gathering configuration files
sandbox detection
processes enumeration
evasion anti-debugging
anti-execution
stalling code
libraries common libraries
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2.3 The Challenge of Embedded Linux
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Table 5. ELF Header Overview

field description

e_entry ELF entry point

e_phentsize size of program headers

e_phnum number of program headers

e_shentsize size of section headers

e_shnum number of section headers
e_ehsize size of ELF header
p_type segment type
p_filez file of segment size
p_memsz memory of segment size
sh_name section name
sh_type section type
sh_size size of section

Table 6. Program Header's p_type Structure

field value
PT_NULL 0
PT_LOAD 1
PT_DYNAMIC 2

description
unused/undefined
program header
loadable segment
dynamic linking
information
the location and
size of a
null-terminated
path
the location and
size of auxiliary
information
unspecified
semantics
the location and
size of the program
header table

PT_INTERP 3

PT_NOTE 4

PT_SHLIB 5

PT_PHDR 6

Table 7. Section Header's sh_flags

field value description
the section contains
data that should be
writable during
process
execution
the section occupies
memory during
process execution
the section contains
0x4 executable machine
instructions

SHF _WRITE Ox1

SHF_ALLOC 0x2
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Table 8. Dataset Configuration

category | malware | benign description
ELF ELF
structure 8,812 2,423 extraction
based error exists
binary |44 600 | 10,000 -
based

4.2 ELF Feature based Analysis Result
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Table 9. ELF Feature based Result

test
category coverage remarks
accuracy
kernel
0, 0,
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Random | g9 o0,/ 56.17% -
Forest
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4.3 Binary based Image Analysis Result
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Table 10. Binary based Result
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Fig. 8. Binary Visualization Approach
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